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1
Decision/action requested

Approve the pCR to TR 33.896 [1] below, stating guiding principles for determining the applicability for user consent.
2
References

[1]
3GPP TR 33.896: "Study of Security Aspects on User Consent for 3GPP Services Phase 2".
3
Rationale

The user consent concept is open to be misunderstood and used incorrectly, so 3GPP should be very careful to have clear understanding on it before deciding on mechanisms. 
User consent shall only relate to the legal justification to process personal data when required by regulation and other justifications are not applicable or present. The purpose of user consent is to protect individuals’ right to privacy. 

In 3GPP, the term user consent is often used in a manner corresponding to a permission to use resources related to the subscriber/user. Many times, the resources are UE capabilities rather than personal data, for example, non-sensitive UE radio measurements. Therefore, there is a risk that user consent becomes a comprehensive approval to process (make available, share, utilize) any data, irrespective of whether it is personal data and irrespective of purpose for processing.
The data dependent on user consent in this study and in adjacent work in 3GPP, is data generated in/by the 3GPP network e.g., measurement data. It is not immediate subscription nor application derived data. Data derived from the application is controlled by the legal entity that provided the data and the legal justification for its processing is the domain and responsibility of that entity. There is a risk that the mecanisms for user consent are becoming security mechanisms to handle user managed: a) personal data processing permissions and b) general data processing permissions.

Furrther, the request for user consent of data that is not personal data might jeopardise the correct functioning of a network because information that are legitimately needed by the network (e.g. to debug issues and root causes of failures) may become not available to the network. The network may therefore not fulfil the service level agreements, contracted with the end user, or worse, for vital interest protection (data subject's or other natural person's), this would be maybe in emergency scenarios.
For each of the KI of TR 33.896 [1], a proper analysis to determine the applicability for user consent needs be done to decide adequate securirty mechanism. 

Privacy Impact Assessments or other privacy related assessments may need to be performed, to assess risks to Data Subjects and identify corrective measures to mitigate such risks. 
Moreover, for data that requires user consent an impact analysis need to be caried out to detect any anomalies and faulty behaviours. 
This contribution proposes to capture some guiding principles for determining the applicability of user consent in TR 33.896 [1]. To avoid clause re-numbering, the existing clause 4 is re-used. 
4
Detailed proposal
*****Start of Change *****


4
Guiding principles for determining the applicability of user consent
User consent only relates to the legal justification to process personal data when required by regulation and other justifications are not applicable or present. The purpose of user consent is to protect individuals’ right to privacy. 

For each of the KI of this document, a proper analysis to determine the applicability for user consent needs be done to decide adequate security mechanism. For such an analysis the study needs to:

1.
investigate the use case, what data and type of data, and what triggers the believed need of user consent for that data.
2.
investigate whether user consent is the only legal basis to process the data e.g., is there a legitimate interest to process the data. 
3.
determine if user consent can prevent personal data from being processed by arbitrary parties beyond the party that acquired consent and that party’s known processor entities.

4.
determine if user consent can prevent personal data from being processed for arbitrary purposes beyond what was agreed by the end user.

5.
determine if user consent can prevent personal data from being transferred (or exported)

6.
examine if personal data can be sufficiently de-identified such that there is no longer a need to address privacy requirements.
7.
perform a Privacy Impact Assessments or other privacy related assessments, to assess risks to Data Subjects and identify corrective measures to mitigate such risks. 

8.
carry out an impact assessment to understand the consequences of consent being withheld or withdrawn. The impact assessment considers consequences to subscribers and (network) operators.
9.
disambiguate user managed permissions. Further disambiguation is needed around at least: applicability of the legal basis consent, whether user consent can be relegated to non-essential processing purposes, whether the needed specificity of user consent can be achieved to ensure legal validity.
*****End of Change *****

